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OVERVIEW 

 

 

The mGuard Secure Cloud offers secure, remote access worldwide in a simple to use format.  

This quick start guide covers the basic configuration for one site 

 (Machine Connection) and one user (Technician Connection) 

This is based on the entry level “BASIC EDITION” which allows one machine connection at a time with unlimited 
user and machine configurations. Further options are available just ask! 
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SECURE CLOUD QUICK START GUIDE INTRO 

 

The mGuard Secure Cloud is managed by Phoenix Contact Cyber Security  based in Berlin. 

The hardware is maintained by a third party hosting centre to ensure 24/7 /365 day reliability. 

The diagram below shows the standard topology used for standard remote access. 
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SECURE CLOUD QUICK START GUIDE - ACCOUNT REGISTRATION 

 

The first step is to get registered on the cloud. Go to https://uk.cloud.mguard.com 

Click on “SIGN UP” and fill in your company details etc. as prompted 

 

 

 

 

 

 

 

 

 

 

https://uk.cloud.mguard.com
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SECURE CLOUD QUICK START GUIDE  - ACCOUNT REGISTRATION 

 

IMPORTANT 

You will need to specify the network you will use at 
your target machine/s. This is essential for the Cloud to 

produce the correct configurations for your mGuard 
device and technician connections. 
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SECURE CLOUD QUICK START GUIDE  - ACCOUNT REGISTRATION 

You will need to accept the evaluation license agreement, enter the security code and then “OK” 

 

Your registration is complete and in a short time you will 
receive a welcome e-mail containing several attachments: 

1. The secure cloud user guide 
2. User license agreement form 

3. Price list for enhanced services 

IMPORTANT – You must sign and return the license 
agreement form as instructed if you wish to continue using 

the cloud after the 30 day trial period. 

Otherwise your account will be frozen after the 30 days 
expires. 

There are no financial implications when signing this form. 
It is purely agreeing to the terms of use. 
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SECURE CLOUD QUICK START GUIDE 

 

Now you are registered “SIGN IN” 
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SECURE CLOUD QUICK START GUIDE 

 

Use the account number provided in your welcome email and the user and password you used to create your 
account. 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 

Select Service Workstations and click the +  

 

 

 

 

 

 

 

 

 

 

The Service Workstation is necessary to create a secure VPN between the remote user and the cloud server to 
enable routing through to your chosen site configuration. Only one profile per user is required!!!! 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 

Add the new operator name and press OK 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 

 

Click on the Wizard symbol to create your operator profile 

 

 

 

 

 

 

 

 

 

 

SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 
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(SHREWSOFT VPN CLIENT) 

Select the VPN client you wish to use – In this case we will select shrewsoft 

Create a password and then click next 

 

 

 

 

 

 

 

 

 

SECURE CLOUD QUICK START GUIDE – 
Creating an operator profile (SERVICE WORKSTATION) 

(SHREWSOFT VPN CLIENT) 
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Select the IP address of the network you want to reach 

This is the IP address range you selected when you created the account – Then click REQUEST 

 

 

 

 

 

 

 

 

 

 

SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 

(SHREWSOFT VPN CLIENT) 
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Your user profile has been created – Download this to your PC ready to import to the shrewsoft VPN Client 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 

(SHREWSOFT VPN CLIENT) 

Go to the shrewsoft website and download the latest shrewsoft VPN client for your OS 

and install. 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 

(SHREWSOFT VPN CLIENT) 

 

Once installed open the shrewsoft VPN client. 

Click on “FILE” and then “IMPORT” 

Find the client configuration you created and downloaded on 
page 13. 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 

(SHREWSOFT VPN CLIENT) 

 

 

 

 

 

 

“IMPORT” this file. 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 

(SHREWSOFT VPN CLIENT) 

 

 

Now click on           to initiate the VPN connection to the  

CLOUD server. This creates a secure VPN from your PC to the 
CLOUD Server.         
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 

(SHREWSOFT VPN CLIENT) 

 

        Click “Connect” 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 

(SHREWSOFT VPN CLIENT) 

 

 

You will be prompted for your password. Enter your password 
and click on “OK” 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 

(SHREWSOFT VPN CLIENT) 

 

 

 

     

 

 

 

 

 

You will see as above “tunnel enabled” 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE WORKSTATION) 

(SHREWSOFT VPN CLIENT) 

 

 

 

 

 

 

 

 

 

You have now connected to the CLOUD from your PC. You will see the icon turn green to indicate the connection 
and the connections that are active listed below. 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE TARGETS/MACHINES) 

( CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

Click on the Service Target (MACHINES) tab and then the slider below 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE TARGETS/MACHINES) 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

Click on the add configuration icon 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE TARGETS/MACHINES) 

( CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

 

        Fill in your OPERATOR details as required. This creates the user profile/location for machine connections 
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SECURE CLOUD QUICK START GUIDE – Creating an operator profile (SERVICE TARGETS/MACHINES) 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

Now the user profile has been created. Click on the tab and begin to create your machine connection. 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

Click on the add machine icon. 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

( CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

 

Fill in your machine details as required and then click “OK” 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

 (CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

Click on the configuration wizard icon 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

( CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

In this example we are using the TC CLOUD CLIENT LAN, assuming an internet connection is available on site. 

THEN GO TO “NEXT” 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

SELECT STATIC OR DHCP & TYPE IN THE IP ADDRESS OF THE CLOUD CLIENT IN YOUR MACHINE NETWORK 

(MUST BE IN THE SAME RANGE AS THE MACHINE / SYSTEM YOU WISH TO REMOTELY CONNECT TO) 

(ENTER THE DEFAULT GATEWAY IF KNOWN FOR STATIC CONNECTIONS) 

THEN GO TO “NEXT” 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

           1- SELECT KEY SWITCH IF REQUIRED                       2- ENTER A PASSWORD             3- REQUEST 

     (KEY SWITCH INPUT ENABLES OR DISABLES CONNECTION AT MACHINE ) 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

NOW DOWNLOAD YOUR CONFIGURATION TO YOUR PC 

(WHERE YOU CAN FIND IT) 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) DOWNLOADING  THE CONFIGURATION  

NOTE 1 - MAKE SURE YOU CONNECT YOUR PC TO A  LAN PORT 

NOTE 2 - MAKE SURE ONE OF THE PORTS IS CONNECTED TO THE INTERNET ALSO (2 LAN PORTS) 

 

ENTER THE DEFAULT IP OF THE CLOUD CLIENT 

YOU MAY HAVE TO CHANGE THE IP OF YOUR PC TO DO THIS 

(OPEN NETWORK AND SHARING CENTRE/LOCAL AREA CONNECTION/PROPERTIES/INTERNET  PROTOCOL VERSION 
4(TCP/IPV4) 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

YOU MAY SEE A SIMILAR MESSAGE TO THIS WHEN YOU TRY TO LOG ONTO YOUR CLOUD CLIENT 

SIMPLY CLICK ON ADVANCED AND “ADD EXCEPTION” 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

CLICK LOGIN 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

WHEN YOU LOG ON FOR THE FIRST TIME TO YOUR CLOUD CLIENT THE PASSWORD IS :  / USER :  admin admin

 

 



 

 

Pa
ge

39
 

SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

CLICK ON “SYSTEM”  
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

CLICK ON “LOAD CONFIGURATION” 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

 

CLICK ON “BROWSE” AND SELECT THE CONFIGURATION DOWNLOAD CREATED ON PAGE 33 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

 

          CLICK “APPLY” 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

THE CONFIGURATION WILL LOAD WITHIN A FEW SECONDS THEN CLICK “REBOOT” 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

CLICK “REBOOT NOW” 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT configuration) 

 

 

 

 

 

 

 

 

 

 

YOUR NEW CLOUD CLIENT IS NOW CONNECTED TO THE CLOUD 

CONNECT YOUR VPN CLIENT AS IN PAGE 22 OF THE GUIDE AND YOU WILL HAVE A VPN CONNECTION 
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FROM YOUR PC TO YOUR CLOUD CLEINT…NOW YOU CAN CONNECT YOUR MACHINE IN YOUR APPLICATION 

SECURE CLOUD TESTING 

 

 

 

 

 

 

 

 

 

Log into your cloud account if you are not already and you will see the above image under the TAB  

Service Targets (Machines) 

Press Start and the cloud will create the complete connection between CLIENT & MACHINE 
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MGUARD SECURE CLOUD TESTING 

 

 

 

 

 

 

 

You will now see that the routing is complete and your remote connection is ready to use. 

You must remain connected to the cloud to retain your remote access connection. 

 

Use your machine software etc. as you normally would whilst connected. The VPN (Virtual Private Network) 
behaves like a cable replacement. 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT  - configuration) 4G

 

 

 

 

 

 

 

 

 

Select the TC CLOUD CLIENT 4G option 

THEN GO TO “NEXT” 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT  - configuration) 4G

 

 

 

 

 

 

 

 

 

 

FILL IN THE APN SETTINGS FOR YOUR CHOSEN NETWROK PROVIDER (EE CONTRACT SHOWN IN EXAMPLE) 

THEN GO TO “NEXT” 



 

 

Pa
ge

50
 

SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT  - configuration) 4G

 

 

 

 

 

 

 

 

 

FILL IN THE IP ADDRESS YOU WANT FOR THE LAN PORT (IN THE SAME SUBNET AS YOUR MACHINE) 

THEN GO TO “NEXT” 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT  - configuration) 4G

 

 

 

 

 

 

 

 

 

1- SELECT KEY SWITCH IF REQUIRED                       2- ENTER A PASSWORD             3- REQUEST 

     (KEY SWITCH INPUT ENABLES OR DISABLES CONNECTION AT MACHINE ) 
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SECURE CLOUD QUICK START GUIDE – Adding a new machine 

(CLOUD CLIENT  - configuration) 4G

 

NOW DOWNLOAD YOUR CONFIGURATION TO YOUR PC 

(WHERE YOU CAN FIND IT) 

THEN FOLLOW INSTRUCTIONS AS PER PAGES 35-47 
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SECURE CLOUD QUICK START GUIDE – Troubleshooting guide 

                                                 

                                      

1. One of the most common issues is not being able to communicate via the mGuard Cloud using third party 
software (PLC/HMI programming software) This is due to the adapter settings created by the software that 

occupy the Ethernet port resource.  

To solve this problem go into the “NETWORK & SHARING CENTRE” 
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SECURE CLOUD QUICK START GUIDE – Troubleshooting guide 

 

Now disable any network adapters that are not required (associated with third party software) 

 

 

 

 

 

 

 

 

FOR ANY FURTHER SUPPORT ISSUES PLEASE CONTACT PHOENIX CONTACT UK CUSTOMER SERVICES 

TEL : +00 44 (01952) 681700 


