Tecnologias de Comunicacao sem Fio

Mguard Secure Cloud
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1. Acessar o portal MGUARD SECURE CLOUD

https://us.cloud.mguard.com

a) Fazerlogin—SIGN IN

@ conmac @O0 @D

Language: English Choose country ~ Contact

mGuard Secure Cloud

CLOUD-BASED INSTANT REMOTE SERVICES

SIGN UP

WHAT IS IT?

b) Inserir dados do usuario para login

r N
SIGN IN @

\

PHOS1301US Conta: PHO91301US

phoenixcontactrs@gmail. com | User: phoenixcontactrs@gmail.com
\Senha: Pxc@123456

Stay signed in

Cancel [ OK ]
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2. Configurar o TC CLOUD a ser acessado remotamente

280
MGuard secure cloud
Account: PHO91301US | User: phoenixcontactrs@gmail com | Role: user Language English ~ | Contact | Help & Support | (!) Logout
Hﬂcmm ¢ Service Targets (Machin )‘ Service Workstations Preferences
Service VPN tunnel ofine » Mo secure connection inifisted  » No secure remote access to service target (machine)

Active VPNs

Active VPN connections to Service Targets

Q All Service Targets (facilities and machines) currently connected with the mGuard Secure Cloud via secure VPN,
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a) Criar uma nova configuracao de dispositivo ou editar uma ja feita

FGuard secure cloud

Agcount: PHOS1301U5 | User: phoenixsontactrs@gmail.com | Role: admin Language: English ~ | Contact | Help & Support | (1) Logout

H Routing ﬂ Service Targets (Mac ‘ Service Workstations Administration Logbook Preferences

Service VPN tunnel offine 3 Mo sscure connection initisted  » No securs remote access to ssrvice targst (maching)

Show operatorfiocations: All| 0-8 | A-B | C-D | E-F | G-H | I | KL | M-N | 0P| QR | 5T | UV | WX | Y-Z

Active VPNs

PxC_BR

1 | RS2000_3G | SN | VPN: offiine I E
2 | RS4000-4G | SM. | VPN: offline | E
3 | RS4000_TX | SM | VPN: offline I E
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b) Escolher o modelo e 0 modo em que o dispositivo ira trabalhar
g Pl ler | Req PN co e: TC CLOUD TX/TX

A

6 Misc.

| 1 VPN client (machine) 4 Netwark

Choose a VPH client and mode  (T)

mGuard Stealth mode
mGuard Router mode:
mGuard Mobile (4G/3G)
mGuard Ethernet plus 4G/3G

TC CLOUD CLIENT 4G

4
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c) Configuracdo darede LAN do TC CLOUD

r

o B ‘ o e

Machine IF address:
192.168.1.20(

DNS configuration {optional) @

IP address of DNS server (optional):
8.8.8.8

Configure MTU size @

WTU size
1414

OPCIONAL - DNS do Google ou o
IP do servidor de internet local

Configuration LAN IP address O

@ Static IP address Dynamic P address (DHCF)

LAN IP address
192.168.1.1 *

192.168.1.254 *
Netmask: * = Wiandstorny ekl .
e i IP do porta LAN IP do roteador de internet

=

Defautt gateway:

“d

d) Inserir parametros da operadora de dados do chip a ser usado

Please enter the new admin password for the TC Cloud Client
Password: Repeat password
admin * Sy admin bR 5.2
Please enter the serial number of the VPN client (optiol
Serial Mumber:
Caso ja tenha acessado o browser e
Shall the vpn connection be initiated via a key switch (Service 10)7
eyl alterado manualmente a senha de
Ho - acesso, basta inserir a nova senha
——
I Request |
s —
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e) Download do arquivo de configuracao realizada

v/ VPN configuration successfully generated

“ou can now download the configuration for your machine VPN client.

l ¥ Download file I

VPN Builder | Request VPN machine configuration ®

Close

f) Acesse o browser do TC CLOUD e faca upload da configuracéo feita.

TC CLOUD CLIENT 1002-TX/TX

ENIX -..-. Name: TC CLOUD CLIENT 1002-TX/TX Firmware: 1.00.1
- IP address: 192.168.1.6

1702885

+ Davica ink :
+ status

»
»
»
»
»
»

IP configuration
Log file

Load configuration
Date/time

Reboot

Firmware update

@ Logout
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Load configuration

Reset to factory defaults _oohy |

Busque o arquivo XML da configuracao

feita no portal e apds APPLY, faca o
REBOOT para que as novas configuracdes
sejam carregadas




3. Configurar a VPN para se conectar ao portal MGUARD SECURE

FGuard secure cloud

Account: PHOS1301US | User: phoenixcontactrs@gmeil.com | Role: admin Language: English v | Contact | Help & Support | (1) Logout

H Routing ﬂ Service Targets (Machines) Service Workstations Adminisiration Logbook Preferences

Servi

PN tunnel ofine > Mo secure connection initisted > No secure remote access to service target {(machine)

Acfive VPNs All Service Workstations

Workstations
. .
1 | lphons | Mo user | notconnscted | VPN: offfine I -\ n -

© 2011-2016 PHOENIX CONTAGT Gyber Securiy | Dats
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a) Criar uma nova configuracdo de VPN

FGuard secure cloud

Account: PHOS1301US | User: phosnixcontactrsg@amail.com | Role: admin Language: English ~ | Contact | Help & Support | (1) Logout

B Routing a Service Targets (Machines) Workstations Administration Logbook Preferences

Service VPN tunnel offine 3 Mo sscure connection initisted  » No securs remots access to ssrvice targst (maching)

Active VPNs All Service Workstations .

Add new service workstation

Eletrofair

+= Mandatory field

Cancel QoK

© 2011-2018 PHOENIX CONTACT Cyber Sacurity | Dats privacy | Legal Nofice

b) Editar parametros da nova VPN criada

FGuard secure cloud

Account: PHOS1301US | User: phoenixcontscirs@gmeil com | Role: admin Language: English ~ | Contact | Help & Support | (1) Logout

H Routing ¢ Service Targets (Machines) Service Workstations Adminisiration Logbook Preferences

Workstations
1| Eletrofair | Nouser | notconnected | VPN: offfine :
2 | Iphone | Nouser | notconnected | VPN: offfine | -\ - :

© 2011-2016 PHOENIX CONTACT Cyber Security | Dats privacy | Legal Notice
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c) Editar parametros da nova VPN criada

VPN Builder | Reguest VPN configuration (service: Eletrofair) ®

| 1 VPN client type 3 Machine network

VPN client type

Choose a VPN client type @

mGuard Secure VPN Client (commercial software client with vendor support)

I@ Shrew Soft VPN Client (free software client wio vendor support) I

Integrated i0S VPN Chent (Apple iPad, iPhone)
Integrated macOS VPN Client (Apple Mac)

mGuard VPN appliance (hardware)

Please enter the client password:

Password: * Repeat password *
Brc@123456 o Prc@123456 ©
*= Mandatory field
- Passwords must be st lesct & characters long and should contain istters, numbers and special characters.
Next

d) Configurar na mesma faixa de IP em que a maquina remota configurada

e) Gerar o arquivo de configuracdo realizada

VPN Builder | Request VPN configuration (service: Eletrofair) @

1 VPN client type

Machine network

Please enter the destination network. which you want to reach through your VPN connection, for example, /P address of the nefwork: 192.168.1.0
and Netmasi: 255.235.235.0.

Hint: The IP address of the network must be a private IP address, i.e. within the following subnets: 10.0.0.0¢3, 172.16.0.0/12, 182.168.0.0116

IP address of the network. *

182.168.1.0

Machine IP sddress:
Netmask: WAN part 102.188.1.%X
265 255 2650 A

o

# = Mandatory field
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f) Download do arquivo de configuracdo de VPN realizada

-
VPN Builder | Request service VPN configuration ®

+* VPN configuration successfully generated

You can now download the configuration for your Senvice Workstation WPN client.

‘ & Download file

Close

4. Abrir o software Shrew Soft VPN

8

VPM Access

Manager

a) Importar a configuracao ao discador VPN Shrew Soft VPN

File | Edit View

Connect -

Import Yy Delete

Export

Preferences

Exit
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b) Buscar e importar o arquivo de configuracdo de VPN feito no portal

File Edit Wiew Help

Connect Add  Modify Delete

c) Renomeia configuracdo de VPN de acordo sua preferéncia

File Edit Wiew Help

Connect Add  Modify Delete

DOLGRAFCDOO@ @I

INSPIRING INNOYATIONS




5. Conexéao VPN com o portal MGUARD SECURE CLOUD

a) Duplo clique na conexao configurada ELETROFAIR em seguida Connect

File Edit WView Help Conrect | Metwark

config loaded for site ELE TROFAIR'
Add  Modify Delete

b) Entre com a mesma senha configurada e em seguida OK

F =T
Pxc@123456 Password for PHO91301U5523638... =

Fleaze enter the pazsword

! l{ Ok ' Cancel |

-
#5 VPN Connect - ELETROFAIR  [s=eli= b

Connect | Netwnrk|

attached to key dasmaon ... -
peer configured

izkamp propozal configured

ezp propozal configured

client configured m

lozal id configured

remate id configured

zerver cert configured E
clent cert configured
client key configured
bringing up tunnel ...
rebwork, device configur
tunnel enabled

Tlnel VPN estabelecido

=
D @ [DEsE
ONTACT
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c) Conexao VPN ao porta MGUARD SECURE estabelecida com sucesso

FGuard secure cloud
Language: English ~ | Contact | Help & Support | (1) Logout

Account: PHOZ1301US | User: phoenixeontactrs@gmail.com | Role: admin

Routing a l Service Targets (Machines) Service Workstations Adminisiration Logbook Preferences

> Mo secure connection initisted > No secure remote access to service target (maching)

unnel onfine

Active VPNs All Service Workstations @

Workstations

I | Eletrofair | phoenbxcontactrs@gmail.com | nmotconnected | WPN: online I -\ n] E
| MNouser | motconnected | VPN: offfine I -\ n E

© 2011-2016 PHOENIX CONTACT Gyber Securily | Dats privacy | Legal Notioe

2 | Iphone

6. Roteamento de VPN até o dispositivo TC CLOUD remoto

FGuard secure cloud
Language: English ~ | Contact | Help & Support | (!) Logout

Account: PHOZ1301US | User: phoenixcontactrs@gmail com | Role: admin

B Routing a Service Targets (Machines) Service Workstations Administration Logbook Preferences

> Mo securs connection initisted > No secure remote sccess to service target (maching)

M tunne! online

KL

Active VPN connections to Service Targets

O All Service Targets (facilities and machines) curently connected with the mGuard Secure Cloud via secure VPN

1 | PxC.ER | RS2000.3G | SN | VPN: online

© 2011-2018 PHOENIX CONTACT Cyber Security | Dats privacy | Legsl Notice

a) Conexdo VPN entre usuario e MGUARD remoto estabelecida com sucesso

FGuard secure cloud
Language: English v | Contact | Help & Support | (1) Logout

Account: PHOZ1301US | User: phoenixeontactrs@gmail.com | Role: admin

Targets (Machines) Service Workstations Administration Logbook Preferences

re connection initisted  » PxC

= o

Active VPN connections to Service Targets

Q All Service Targets (facilities and machines) currently connected with the mGuard Secure Cloud via seture VPN
1 | PxC_BR | RS2000 3G | SN | VPN: online | :

© 2011-2016 PHOENIX CONTAGT Gyber Securily | Dats privacy | Legal Notioe
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7. Teste de conexao de com os dispositivos remotos - Ping

a) Ping(192.168.1.1) no porta LAN do TC CLOUD remoto.

BN CA\Windows\system32\cmd.exe - ping 192.168.1.1 -t [F=NFERTE
C:sUserssbrrrB3>ping 192 _168.1.1 —t

llrparandn 192.168.1.1 com 32 bytes de dados:
de 19 hytes=32 tempo=2mns TTL=64
hytes=32 tempo=ims
hytes=32 tempo=1ms
hytes=32 tempo=1ims
hytes=32 tempo<ims
hytes=32 tempo=ins
hytes=32 tempo<ims
hytes=32 tempo=1ims
hytes=32 tempo=imns
hytes=32 tempo=ims
hytes=32 tempo=1ms
hytes=32 tempo=1ims
hytes=32 tempo=1ims
hytes=32 tempo=ins
hytes=32 tempo=ims
hytes=32 tempo=1ims
hytes=32 tempo=imns
hytes=32 tempo=ims
hytes=32 tempo=1ms

hytes=32 tempn—2mo
hytes=32 tempo<ims
hytes=32 tempo=ims
hytes=32 tempo=ims
hytes=32 tempo=ins
hytes=32 tempo<ims
hytes=32 tempo<ins
hytes=32 tempo=1ims
hytes=32 tempo<ims
hytes=32 tempo=ins
hytes=32 tempo<ims
hytes=32 tempo<imns
hytes=32 tempo=ims
hytes=32 tempo<ims
hytes=32 tempo=ims
hytes=32 tempo<ims
hytes=32 tempo<lns
hytes=32 tempo=ims
hytes=32 tempo=1ims
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8. Procedimento de RESET de IP default de fabrica

Precione o botao de reset por 6 segundos;
Mantendo pressionado o reset, desconecte o cabo LAN;
Ainda mantendo pressionado, reconecte o cabo LAN;

Aguarde por mais 6 segundos até que os LEDs das portas LAN acendam;

o A 0D E

O IP padréo restaurado € 192.168.0.1
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