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Configuracoes no PLCnext

O primeiro passo é realizar a instalacao do Node-Red no PLCnext. Temos um guia dedicado que aborta

esse assunto e mostra todas as etapas necessarias para esta instalacao.
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Configuracoes no PLCnext

As variaveis que serao usadas na comunicacao, deverao ter seu check box OPC marcadas.

Variables
P i VAR xx [= ) Y | Search
- A )
Name 7 Type 7 Usage 7 Translate Comment 7 Init 7 Retain Constant OPC HMI 7 Proficloud 7
w Default

FE_Senoi FE_Seno Local []
SENO REAL Local [] REAL#0.0 [] [] [¥] ™ [¥]
Concat_Data_Horal Concat_Data_Hora Local []
DATA_HORA STRING Local [] _ [] [] [] [] []
CTUD1 CTUD Local []
RTC RTC_TYPE External []
RS1 RS Local []
RS2 RS Local []
SOBE BOOL Local ] FALSE ] ] ] ] ]
DESCE BOOL Local ] FALSE ] ] ] ] ]
SOBE_DESCE INT Local [] INT#0 [] [] [¥] [ [¥]
FE_CLK_&0_Hz1 FE_CLK_80_Hz Local ]
Enter variable name here ] [] [] [] [] []
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Configuracoes no PLCnext

Configuracao do OPC UA no PLCnext.

EA W 44—
KW AR

v [ Project
v Mpaxcf21521: AXCF 2152 i
» [3) PLCnext (2)

:M:PLC
> _umn_ HMI Webserver
&+ OPC UA
s Profinet ()

Bl Axicline F (0)

4+ OPC UA | OPC UA Server X

“&* OPC UA

Basic settings

Securty

Discovery server

File system

OPC UA
Endpoint
DMNS name / IP address: axc-f-2152-1
Information model
Visibility of variables: Marked w
Subscription settings
Subscription kind: Direct Read (W
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Configuracoes no PLCnext

ER Wy 4—
£ AR —h

~ [ Project
v lpaxcf21521: AXCF 2152 |y
» [3) PLCRext (2)

:M:PLC

2 _umn_ HMI Webserver
i+ OPC UA
o Profinet (00

Ml Axicline F (0)

L=0PC UA | OPC UA Server X

~k* OPC UA

Bazic sellings

Security

Dizcovery server

File sysiem

OPC UA
Server certificate
Certificate: Zelf signed by controller
Subject 1
Type of subject: Mot sat
Subject 2
Type of subject: Mot set
Subject 3
Type of subject: Mot set
Subject 4
Type of subject: Mot set
Security policies
Enable basic 128 HSA15 algorithm: (D) Mo
Enable bazic 256 algorithm: () Mo
Enable bazic 256 SHA2S6 algonthm: (i) Yes

Enable AES 123 SHA256 RSA OAEP algorithm: () | Yes

Enable AES 256 SHA256 RSA PSS algorithm: (3 Yes

Application

Use the trusistore for client authentication: () v

Check application URI against client cerdificate: () [v/]



Configuragoes no Node-Red

A comunicacao entre o Node-Red e o PLCnext sera feita via OPCUA e por isso sera necessario que o node
opcua esteja instalado. A instalacao deste node, também é abordada no mesmo guia de instalacao do

Node-Red.

node-red-contrib-opcua 02256 Node Info
Version: 0.2.236
Updated 22 hours ago
A Node-RED node to communicate via OPC UA based on node-opcua library. License: Apache-2 0
Rating: 43 % 4 &
npAa install node-red-contrib-opcua View on npm

View on GitHub

downloads 3.Zk/month E
(node-3£_ Gpc ua] Actions

Rate: @ % ©r ©r 7 7

Downloads
904 in the last week

% Nodes

A Node-RED nodes to communicate or serve via OFC UA.

node-red-contrib-opcua

based on node-opcua

nZ

ﬁ OpeUs-Endpaint w
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Configuracoes do node OPC UA Client

Edit OpcUa-Client node Edit OpclUa-Client node = Edit OpcUa-Endpoint node
Delete Cancel E Delete Cancel Update
£+ Properties LAEHEE £+ Properties Al
Endpoint Add new OpcUa-Endpoint... {H & > Endpoint opc.tcpi/i192.168.1.100:4840
= Action READ A SecurityPolicy Basic2565ha256 A
Certificate Mone, use generated self-signed certificate b SecurityMode Sign v
Local certificate | use credentials
file with
absolute path selfsigned_pem User admin
Local private Bassword

key file with
absolute path | private_key pem

PKI certificate
folder

Secao ativa
Comunicacao OK

Name B session active >

O Leconaa @0 @D

INSPIRING INNOVATIONS



Configuracoes no Node-Red

Configuracao do node OPC UA Client para LEITURA.

B session active

Edit OpcUa-Client node

Delete Cancel E
_ i+ Properties 7 SN RN =
Endpaint _ Add new OpclUa-Endpoint... L &
pl = Action READ hd

Leitura
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Configuracoes no Node-Red

Na logica foi adicionado dois inject referente as variaveis a serem lidas e um debug para visualizarmos os

valores das variaveis lidas.

= | msg. payload = | = timestamp x
= | msqg. topic = w 4, ns=5;5=Arp.Plc_EclriMaininstance. SENO;datatype=Float x
) W Name Sobe Desce
] sobe pesce
- Y
= | mMsgd. payload = | = fimestamp X
= | mMS54g. topic = = 4 ns=5;5=Arp.Plc EcliMaininstance SOBE_DESCE;datatype=Int16 x
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Configuracoes no Node-Red

Configuracao do node OPC UA Client para ESCRITA.

B scssion active

Edit OpcUa-Client node
Delete Cancel E
£+ Properties 8 B H
Endpoint opc.tcp://192.168.1.100:4840 v | &
£ Action WRITE v

Escrita
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Configuracoes no Node-Red

Nos node inject sao configurados para a escrita na variaveis via OPC UA.

¥ Name Valor Max Contador

= | msg. payload = »= 0, 123 x
= | msq. topic = = % ns=5:5=Arp.Plc.EclriMaininstance VRL_MAX_SOBE datatype=Int16 x
= | ms4d. payload = * @ true - x
i =  msg. topic = v 2 ns=5's=Arp Plc.Ecl/Maininstance ACT SOBE_DESCE datatype=Boolean
Mi. = msg. payload = |+ © false - *
= | msg. topic = = & ns=5:s5=Arp.Plc Eclr/Maininstance ACT_SOBE_DESCE;datatype=Boolean x
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Configuracoes do node Inject

Para facilitar o preenchimento do Topic no node Inject, utilizamos o software UA Expert que estabelece

uma comunicacao OPC UA com o CLP e lista todas as variaveis suas respectivas informacoes.

s ,,H_ 5.1

| ; oo Lo lin
© m_u;c :_.___n:u_h_ _p.,;:_:m::_._ T__.__u_._
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Configuracoes do node Inject

Project & X Data Access View € Attributes
v [ Project # Server Node Id Display Mame Value o vk @
h “ Servers 1 elAServer@anc-f-21... M53|5tring|Arp.Plc.Eclr/Mainlinstance, SENO SEMO 0.0188586 Attribute Value
ﬂw elAServer@axc-f-2152-1 2 elAServer@axc-f-21... MN55|5tring|Arp.Plc.Eclr/Maininstance 50BE_DESCE  S0OBE_DESCE 3 )
v 3 Documents ¥ MNeodeld ns=3;s=Arp.Plc.Eclr/Mainlnstance. SENO
. Mamespacelndex 5
{3 Data Access View IdentifierType String
Identifier Arp.Ple.Eclr/Mainlnstance SENO
ModeClass Variable
BrowseMame 3, "SEMO"
DisplayMame " USENG
Description “en”, "Float32"
WriteMask 0
UserWriteMask 0
RolePermissions BadAttributeldinvalid (0x30350000)

serRolePermissions

BadAttributeldinvalid (T 80350000

Address Space g X AccessRestrictions BadAttributeldinvalid (0w 80350000)
£ Mo Highlight - Tl
) Root " SourceTimestamp 19/01,/2022 12:24:59.208
v Objects SourcePicoseconds (1]
. a DeviceSet ServerTimestamp 19/01,/2022 12:24:59.208
g . ServerPicoseconds 0
> &% DeviceTopology StatusCode Good (0x0000D0D0)
> &% NetworkSet Value 0.158169
¥ % PLCnext v DataType Float
v D Arp.Plc.Eclr MNamespacelndex (1]
v |3 Mainlnstance IdentifierType Mumeric
¥ SENO Identifier 10 [Float]
» @ SOBE_DESCE ValueRank -1 (Scalar)
v _..U._U‘vammmzﬂ < ¥ Name Seno
= msg. payload = | w timestamp x
= | msqJ. topic 4 + & ns=5;5=Arp.Plc.Eclr/Maininstance. SENC;datatype=Float x
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Leitura das variaveis do PLC via OPC UA

Y all nodes il

241012022 12:20:57 node: 92fae1d7.350a3
msg._payload : Object

@ active reading

#{ LIGA DESLIGA: false, LED:
talse, CONTADOR: 21 }

241012022 12:21:01 node: 182428 eb0be7
ns=5;s=Arp.Plc_.EclriMaininstance. SOBE_DESCE

- msg.payload : number

8

@ value written
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